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Specifically, each terminal is provided with an 
encryption/decryption function and, at the sending end, the 
sender uses his/her own keyword to encrypt a message to be 



10 encrypted message is then transmitted to a terminal at the 
receiving end over the communication line. At the receiving 
end, a keyword specific to this particular sender stored in the 
key memory is used, the encrypted message received is decrypted 
by the decryption circuit and recorded, 

15 If it is assumed that the keyword stored in the key memory 

is managed to prevent it from leaking outside and that the receiver 
does not commit fraud such as communication document forgery, 
this means that there is no one but the sender knowing the keyword 
who can create the encrypted message recorded. Therefore, in 

20 this case, the encrypted message recorded at the receiving end 
is highly admissible as evidence making a digital signature for 
communication documents reality. 

Fig. 1 schematically depicts the IC card functionality. 
25 The actual hardware architecture is as described above and 
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communicated according to the encryption program. 



The 



implements different functions as follows. 

As mentioned above, the present embodiment uses an IC card 
as an encryption device. The IC card comprises encryption 
circuits 2a, 2b and decryption circuits 5a, 5b. By definition, 
5 the encryption circuits 2a , 2b represent a function that converts 
a plaintext into a message on a communication line while 
decryption circuits 5a, 5b represent a function that converts 
a message on the communication line into a plaintext. 

Data is input to the encryption circuit 2a from a 

10 higher-level processing device or the reader/writer 27 via a 
combining unit 4a. The combining unit 4a combines a plaintext 
from the reader/writer 27 with an identification word and 
provides the result to the encryption circuit 2a. The 
combination here is a serial combination that combines a bit 

15 string that is for example a plain text with an identification 
word. The serial combination herein means that a bit string 
representing an identification word is added at the position 
immediately after a bit string representing a plaintext to 
produce a new bit string, and more specifically means that, as 

20 shown in Fig. 7, an identification number N (n bit(s) ) is added 
at the position immediately after a transaction message M (m 
bit(s)) to form a new bit string of (m+n) bits. 

The identification word is stored in an identification 
word register 3a, and the register 3a is sealed inside the IC 

25 card with other components. 



Along with this identification word register 3a, a key 
register la is provided and a "key" is stored in the register 
3a. The "key" defines encryption and decryption algorithms in 
the encryption circuit 2a and the decryption circuit 5a. 
Technologies such as the DES system can be used for the encryption 
and decryption. 

Data encrypted with the "key" is provided to the outgoing 
communication from the IC card. It is then received by another 
IC card provided as a counterpart. 

It is then decrypted in the decryption circuit 5b. The 
resulting data is provided to the higher-level processing device 
or the reader/writer, detached therefrom of the identification 
word, and undergoes a specified process. 

15 In the description above, certification of contents 

associated with amessage from the user to the center is discussed. 
In exactly the same manner, it is also possible to certify a 
message delivery from the center by recording the encrypted 
message from the center at a terminal on the user side. This 

20 is achieved by an identification number N', which is specific 
to the IC card at the center side that is added to a message, 
when the message is encrypted inside the IC card at the center 
side . 



5 



(i9)0j|saiffFit (jp) (12)4^ 1^ $g (B2) 

(45)5iSff B ¥^9 ¥(1997) 5 ^70 



(ll)1$fT-## 

112606827-^ 

mmUB 9 ¥0997)2^138 



(51) Intel.' ISSiJia^ jTF^S6a#^ F I 

G0 9C 1/00 6 1 0 7259-5 J G0 9C 1/00 6 1 0Z 

6 6 0 7259 -5 J 6 6 OA 

H0 4K 1/02 H0 4K 1/02 



ffiBJwa:! (^ 11 M) 



(21)fflB#^ 


i^SSaei -172736 


(73)»flF»# 












(22)ai]^a 


BaSl6l¥ (1986)7 ^245 




W3S€;iiii^;iiii^Tft#B:JSj;iiPrr72#* 










(65)iiras^ 


4$^Bg63-29785 






(43) ^MB 


Ba?n63¥(1988)2 H 8 B 












)\m m- 












SF7 -2634 










(74)f^SA 
























mi's 




















(54) (5£W®«»} 










/ 




2 



(57) mwm^<^mm] 

-Kir. 



JO 



x^<Dmmu\cm^<Dmm^'^HM''r^^^^^^. 

1^ 1 mW.m<o\c:^- K^^v^fcRg-^^So 



3 

i^^So P^^^a(^lJi§llcP^,L/cii{t^^iy ^!7- 

(1) ^m^§:i2l{t# (sender) ^micmt L^tiiCh 

3lft^:y hr? — i^(D^^m\^DES (Data Encrypt i 
on Standard) ;^^CD J: ?'<tBt-^'ft:^n -^^P^/S$ 

SPt?. ^^^^tCHf^^k (encryption) /^.^it (deer 
yption) ^fg^tStt. ^l^fHaiJicioV^Til^jt^f^aScD^ 
-!7-K^^V^Til{t^:ft5-<#m:St (message) ^0|P 

So 



(2) #rf 2606827^ 

(^^ /^fi^^ b J: 9 .t -r 5 Ppm^O 
:^^m\t.:L(ox,'^fj:m^^nm.\.xtj:^r^fz^(Dx\ 

10 <D^^^^+j^\Z,m%'r^:L t(OX^ -Silit v/Xt^ ^ 

^m-^t\.f:L^ ^mmz,v^-:>xvi§^it'r^^m.t^^t^\z 
n t ^\tm-r 5 w ^ J: m^'mm^mm-r^^m t ^ 
30 X. §:ff{RijT'(i. m^ik. mmm^m^^^ticj:'^ 

^It^Hmfi^dT'fi. LTIC;^— K^^V^TV^ 

ccoiifg^rx hy-^fi (n:i) oc>'>;^7^-^.^l#fifeL. 

(^H^ilW^lla, lib, '-'11n(:±ilitlHli^l3a, 13b, — 13n^ 
tn^*tllf\'\^xmn^'ry<— >- h;^ h T/'.C ^'OOi— 

z<Dmmmxit. m^m^m^a, nb, ~iin;6^p?ir:^ 
50 ^ i^mm 2\c^B\ mxMt)^ min^tt^o 



-2- 



3 

n^fiyiffi^iia. lib. --^^n\at^^^*tl^^■itmm'c 

h^m^'^m^^lC:^— Kl4a, 14b, --\4n7bmA'^1l&^£M 
So ^^T^lla, lib. —iinli, y■:^/^^^t'' 
4^i^^il;3®3^g (CPU) 2\.3\\a^3M'^<Dy<'~y~f'Jl^:=il^ 

!J 22, 32, A;^^g^=t^^i-6 K23. 33. 4o JltJ^ffi 

;'j^g^^^-r5CRm7j^^g24,33. ^:/]; >'^25.35. 

So 

IC;t;-Kl4 (15) :^mm^n^:^-W-yX^'^i^ 
27, 37HCPU21 , 3 1 tC^-g- $ ix, CPU21 . 31 ^ (DKn ^ I C 
;t7- Kl4 (15) ^fclC;?7-Kl4 (15) (Dfl^ 

i^CPU21.31tC«^-rSt>OT*fc5o i^, CPU21.3Ut^-7^ 
i.28, 38^:^ L.TiimiHi;S(C^^'g'$tLrv>So 

IC;&-K14 (15) (if^^RJ(c4^^<^:^<cmm^^ilH]S§^* 

(MPU;one— chipniicroprocessor) 41^, Bf^^t: (W.^ 

it) :/n^^AjoJ:u?iijf^:/ui/^^^p^Ji^bfc:rn>r 

^43 (7lc^lBtt^cOPROM^;t[±EPROM;6^^?^LV^) t. I 
/0-r V^-P^ai — ^44, ^b-J:r/=r>'^^ h|F|545^^;tT 

|.^y_^/^^^27.37f^. -^CtillC;^— KM (1 

5) ;ir53^^$nfc^ =^>^i:7 hms^if^^vx^m^ 

aS^-RAM41a^^i;trv^So 

MPU41 HUISCPU21 , 31 lb :^ - K y — ^ ^ 27, 37 



(3) 2606827-^ 

6 

^it\^xKti'^ntLmm^^i^h*^-h\ ^fcf^^^-^ 
m<Do'h^j^^m:tmm^'mi\^x'mrf-r^o 

:=f7— Ky — :?27,37(ilC;^— K14 (15) irCPU 
21,31^or)rB^T'aB^^-r> K=i- K-^-7^-:^'coM^<£::Jo 
c^cfVN, cpu2i,3i;&='^o-^i:^ n'^-^^ic:^;— V*^<r>^-^ 

mirnxmoti- ¥(om.m^m^m^^t>\^x\^^^. 

-K^gg^UTV^So IC;^;-K(1. Hg-^>ft:[E]£&2a, 2b. ffi 
-^^^:IHI^e^5a.5b^^Lrv^5o ^S-t. 0t-^>ft:lHl^2a.2b 

iHi^5a.5bti, mB±(om.x^:W'X\c^^'r^mm^m 

■to 

^'^Zlf)^h. '&^#^4a^^LT-r'— ^;iSA;^^nSo 

'&^^^4a-cfi. y-^//^-f ^27;«i^^(D^:s:tc. ig^su 
"P-V^^f^x^x. f^t#'fb[HIi^g2a^;l^,^UTv^So 

St'-;/ vm(DmM\cm^\r?- v(D\fy hn^m^\^xi^ 

tc^-Tiit). 5x^im:fcM (mtr-^h) (OiicmtciiS'J#-§- 

N (nt*:yh) ^{^-^P UTiff^c^C (m+n) t^-^KOtf 
tc^it^ttrv^So 

::(^i^S'J^7- Kuv?;^^3a^^{;i. lii-v^;=^i5'ia;5S5^ 
nTv^So "ii" /550t^jt:[H];^g2a. m^^t^msssa-c 
it. m-^<ttc:^v>stjm. ^J^*^. DES;^^^^ffiv^ 
40 \C^Ki^^'it^ihtiy'—^\^. 

50 (2) [if-i-:S:^m-§-a:-ficfE^i-sc^tcj:oT. m:S:c^ 



-3- 



7 

2 ^(OAtimc^um^mx^-B^^^th^ z t tew 
^) ^^A^fcf^^-iscfzifxh^. w^i^mmx$:>^, ^ 

-t^meSit, '®A=^^I7— KI62:^^^:^— !7— KS6U 
SL^-r-^R63tc: J: t9^^$;h.5o 

+ S+R) fj:^mi\km^mm4(Dmw-^mnLxm^i\:. 

KK^ffiv^, 'B^!j;tf^DEScoj: ^/jrfl^-^^bT 
=2" ' M+N 



W 2606827-^ 

8 

f<ir^mn^i'iti'mxM' KKirnt-^r/i- 
^■^JCitNtM^Zf^^-r^COX. (N.M) ,ir 

t-. a^fili^mjtE (N,M) i:li^^(Ci^.^/^tf$ai,R^ 

\c:^'^mm<omm^mhtAz.\^x:^<'S^^mt^^ho ^ 
s = SM+ sc (+ : mi^m^mm 

{^(0=L—-fi3^ K-CtiN*5j:r/liK^^^fc/<cv^coTE 
^0 ift^^PltE (N.M) (Offl^(^miTfo-5o 
E (N.M) 0{^3g(i-C^?:tV\ i^±CDr 

E (N.M) m'^m'r^mc^Ki'^^\w.m<ommmtia 

L:?t B^{cii:i cofB^tc X^xhy ■:f;\^<Dm^^M^ :l t 
t^X^^. 

50 r. ±:y^t^h(D^%^'m-X^:=^-^m^-^x^mrr^::^ 



-4- 



9 

r X A ti^—- 1^* >t> ir >- ^ — ^ ^ 

m:S:E (N.M) ^^otzmci,^i:i:fO . E (N.M) liN^ 

5 :i <t r^x^ 6 c t 1 conjs^rjo^'g' t mmxh 

^^:}S\ffj:\,^m^\a^. E (N.M) (7)IE^t UTcotg;^;6S 

— h*^xmm-r^ij(7:>xh<>tc^^^ :i(Dn^mmt^^:^ 



(5) if^^ff 2606827-^ 

JO 

^j:mm^m^TZ,^-^mti:iiM(Dm^'mmx^^fj:^i^^ 

X. -a^^^^T'ii. mmm<Dj:o\z. 2-D<Dmx^m 
mcm^i^j^-r^t^^^^^mtdnxf^K. i^ftTt. i^m 
7t,xm~(o$i]im^m-r:it^*^t>7b^^x\^^t\.\t. ^<dxo 
fj:mmxh^xi,mw\t i.xmt^fj:i\ m^^:^^t. 

K) I^^OiSESiJr?- K^'^^Lfc;^^ mzSCtc^CTSx^l 
Ki^OMPmc J: i^^Ji^n-So 

^mifi. ^^m(D—mmm\zm^^m^-mm^^\^\^x 

2Igltc^r'>:^xi.-CcD^-ifi^^£D^^^^-riI. ^ 

4mnmi^:^y'M.x(D±>^t^n^(Dmf^^7r^-rm. 
xh^o 

^0 1 lil^v^^f^^. 2 P&-^>fbIl]S&. 3 mi\9- 



-5- 



(6) 



2606827-i- 



4-^ 



1 



'2a, 



26 



66 



56 



SI ^ 



T 



I 



4t6 



76 




-6- 



(7) 



2606827-i- 
























25 



32 



T 

36 



[^401 




r 



37 



/5 



-mi 



ye*; 




CPU 








3/ 










1 1 












'35 



35 



39 



-7- 



(8) 



m^tf- 2606827-§- 



[^511] 



<=:> 




mem] 



^/a. 62 



6/b 63 



£ 



T 



K 



-65d 



=L^-f IC ;/7~K 



-8- 



(9) 



it^np 2606827-^ 




-9- 



(10) 



#1^ 2606827-§- 




-10- 



(11) 



2606827-^ 



)m^^m^i^mm.i^m I w^^f±Mi^ {se)^^xm ^^m 0S6O-2O8137 (j p. a) 
m^m^m\^ 0256-143744 (j p, a) 

Bg59-769 ( J P, A) 



-11- 



